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Abstract. Relevancy of this work is based on the fact that having an understanding of why given code behaves
the way it does, both during normal execution and when encountering erroneous states, is an invaluable part of a
good software design. As software systems become more complex, the demand for solutions, that can give deeper
insight into code execution, remains high. The goal of this work is to formalize a software tool able to provide
better observability of a program. Main methods used are: analysis of common approaches such as monitoring
and logging, formalization of main components and modeling of an example implementation based on the
Singleton software pattern. As a result, “severity only” based logging was analysed and core parts of “adaptive
logging method” were described in a similar manner. There are two distinct features of this method: log tagging
and subsequent introduction of a configuration schema that is capable of adapting to changing requirements
during software program execution. Systems utilizing such approach gain the ability to extract more precise
information about execution flow and also can focus on particular components that might behave incorrectly. As
this switch is designed to happen without restarting the observed program, it should be possible to debug and
investigate some issues without the need to try and reproduce from scratch the state of an environment where
those have occurred.An example of formal description based on the Singleton software pattern is also presented,
describing necessary methods and their signatures required to set up a basic variant of an adaptive logging
method. This approach could be utilized by a variety of different applications and programming languages as it is
developed in general terms and all required abstractions should be present in multiple environments
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INTRODUCTION

Software systems are deeply connected with various In order to satisfy high demands of such systems, soft-
parts of human lives and every year more and more  ware programs grow both in scale and complexity.
areas such as education, medicine, commerce, science  This also results in growing number of threats, endan-
and others become increasingly computerized. It allows  gering different aspects of human lives. The relevance
being more productive and makes everyday life easier.  of this research is based on the fact that it is equally
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important to create efficient, correct, scalable and per-
formant programs and to protect main aspects of infor-
mation security — integrity, availability, confidentiality -
while also providing sufficient level of observability in
a software system.

Studies have shown that information technologies,
and the Internet in particular, considerably affect the
life of an individual. Total number of Internet users in
2023 was a little bit over 5 billion people and that num-
ber grew by 98 million new users compared to previous
year, with more than 92% of users accessing it using
hand held devices like smartphones (Digital..., 2023). It
is evident that information security and its importance
are widely recognized: spendings on cybersecurity
solutions by various companies increased from 34 bil-
lion dollars in 2017 to a projected 42 billion dollars in
2020 (Alenezi et al., 2020). Still security issues remain
quite challenging, as software threats come in different
shapes and forms. Social engineering, for example, is
a very powerful way of gaining information about em-
ployees and exploiting their weaknesses. Even though
these attack vectors were known for years, it is still
quite challenging to handle them effectively (Corrad-
ini, 2020). Attackers can even target such sensitive parts
of life as health care, causing huge monetary losses and
endangering individuals (Joyce et al., 2021). Worldwide
crises, such as Covid-19 pandemic, are also actively
exploited by attackers, who create malicious software,
send ransomware, etc, using vulnerable state people
found themselves in to their advantage (Yadav, 2021).
From February to March 2020 the number of record-
ed spam emails was 220 times higher than previously.
Some of the most common cybersecurity threats were:
Distributed Denial of Service (DDOS) attacks, malicious
websites and domains, ransomware, mobile threats and
spam emails (Khan et al., 2020).

Solutions to some of the problems are widely
known, and a common one to avoid compromising pri-
vacy of data on the Internet is to use virtual private net-
work (VPN) technology, which allows for information ex-
change to be protected using assymetric cryptographic
encryption algorithm (Zhylin et al., 2020). According to
data recorded during initial lockdowns in Poland, the
usage of Open VPN compared to pre-lockdown periods
almost doubled and that was the first and straightfor-
ward consequence of the measure’s governments took
to prevent spread of the virus (Karpowicz, 2021). Such
services aided a lot in mitigating issues that appeared
as a lot of employees were forced to work from home
(Bispham et al., 2021). They can also help in common
scenarios such as accessing sensitive data from public
Wi-Fi networks, but even high level of awareness can
sometimes be not enough (Sombatruang et al., 2020).
Control is another important aspect in programming.
This research is focused on one part of control in soft-
ware systems - observability, which can be achieved
using technique called “logging”. Application logging
can be described as a process of recording events that
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happen during application’s lifecycle (Application log-
ging..., n.d.). In order to fully benefit from any imple-
mentation, it is necessary to remember about the costs
of logging and avoid exposing unnecessary information
(Li et al.,2021).

The main goal of this work was to present a method
that should help developers gain a deeper level of ob-
servability in their systems, while allowing to be accu-
rate and comprehensive in finding software problems.
The main problem of this research is related to the fact
that standard “severity only” based approach to logging
can sometimes be really hard to leverage in order to fix
bugs in a timely manner. The practical novelty of the re-
sults is presented as a formal description of a software
implementation for the proposed solution.

MATERIALS AND METHODS
There are three main methods used in this research:
analysis, formalization and implementation. First of all,
analysis of a general “severity only” approach to logging
is conducted. Its formal signature is presented and some
drawbacks are emphasized. Based on those drawbacks,
requirements and signatures for adaptive logging meth-
od are created, describing main components of com-
mon practical implementations. Usage of the Singleton
software pattern is rationalized and example imple-
mentation is constructed in general terms using Uni-
fied Modeling Language (UML) diagram. Different parts
of practical implementation are purposefully designed
in a decoupled way, without any bindings to a specific
programming language or execution environment, in
order to make adaptive logging method as flexible and
reusable as possible. Resulting description can be used
by developers as a starting point in implementing this
method in specific programs and software solutions.
One of the most widely used methods in practice
of tracking application state through logging can be
described as a “severity only” one. Severity in this case
basically means the level of importance of a log mes-
sage. The RFC 5424 - Syslog Protocol (RFC - Request
for Comments) states that severity levels must be in the
range of O to 7 inclusive (lower values correspond to
more dangerous situations) (Gerhards, 2009). Based on
those practical implementations, such as Winston log-
ger library (Winston, 2024), define their general “log”
method (1) as such that can accept two parameters:
severity level literal and log message contents (most
commonly a string value).

fog=fSeV, M), (1)

where Sev - a severity of current log invocation; M - a
message.

Then these reporting messages might end up in
standard output stream, on local or even on remote
file systems, aggregated in huge log files that require
careful processing because of their size. However, there
are some solutions, like AMiner - open-source tool
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that enables fast log parsing, analysis and alerting
(Landauer et al., 2023) or even some techniques that
can greatly aid in filtering and processing. For exam-
ple, H.M. Marin-Castro & E. Tello-Leal (2021) showed
that trace-clustering and trace/event level filtering
were the most widely used preprocessing techniques
as those are easy to implement and can deal with noise
and incompleteness in an adequate manner. Sometimes
it is much more desirable to filter out unneeded data
during generation step rather than during log exami-
nation phase. This is also important from performance
perspective as naturally being a side effect to the sys-
tem logging introduces some overhead that can limit
effectiveness and impact users of a software system.

In order to allow for generation phase filtering,
logging mechanism has to allow access to three main
components: ability to mark particular log invocations
with descriptive identifiers (“tags”), set up proper reini-
tialization mechanism that would allow to change con-
figuration of tags and provide a robust and exhaustive
configuration method that is used together with reini-
tialization function when composing next state for the
logging software solution.

RESULTS AND DISCUSSION

The starting point of the formalization procedure is to
describe adaptive log method (2) signature. Its parame-
ters list starts similarly to the one from “severity based”
log method (1), but has an additional parameter.

ﬁug adp =f(SeV, M’ Tind)’ (2)
where Sev - a severity of current log invocation;
M - a message; T, - a set of tags that describe current
invocation.

As a result, it is possible to uniquely identify and
group messages, while being more declarative com-
pared to some method of project wide convention of
prefixing or marking log message strings with some
agreed identifiers. By adding the third parameter to
log method signature, more consistent behavior can
be enforced and this improvement can be taken a
step further, making it truly adaptive. Tagging allows
to group and identify particular log invocations, add-
ing the ability to run some computations and decision
making based on tags. The runtime environment needs
access to some form of configuration mechanism in or-
der to specify which invocations to execute and which
to skip. This method should combine severity-based
mechanism, but also add something that would allow
targeting specific log tags (3). Signature for this config
initialization method is:

S =fi5ev, O, (3)

where Sev - the lowest severity level runtime should
report; C — special configuration object that maps tags
to their corresponding action, include or exclude.

The contents of the C configuration object (4)
should be constructed in such a way that would: allow
to have the ability to explicitly exclude specific log tags,
which would result in runtime skipping those from
output; add means to explicitly include certain tags;
provide some way to combine these two in a relation
similar to logical “AND”, which would mean that only
those logging statements that satisfy both operands
of this operator, should be included in final output; for
complex and multipurpose setups (when it is important
to gain insight into different parts of running software
during the same execution cycle) there should also be
some way to combine tags, joined by ‘AND’, into struc-
ture that would be similar to logical “OR” operation.

C=Trod &&T9 & &...|| T & & T &&...|l..., (4)

where T, - a particular tag; mod (modifier) - “include”
or ‘exclude”; & & - equivalent of logical AND” operator;
|| - equivalent of logical “OR” operator.

By combining the ability to mark logger calls and
configuring the desired set of tags to either include or
exclude, this mechanism can greatly lower the verbos-
ity of reporting while also reducing load and resource
consumption of software. This is essentially what can
be called “adaptive logging method” because of its
ability to specify the intent more clearly and in a way
“‘adapt” to changed requirements.

As application logging is generally a system wide
concern, it’s fairly reasonable to expect to be able to
utilize corresponding software in different parts of
code. It also needs the ability to apply reinitialization
method (3) in a portable manner where it can be called
once and be altered in all places where it’s used. The
Singleton programming pattern is one possible solu-
tion that is able to cover these requirements. With it, it
is possible to have centralized piece of software that
can be used in any part of a program and overriding
logging configuration in accordance to changed re-
quirements happens in a very natural form. It is worth
mentioning that whole idea of adaptive logging serves
as a wrapper for general logging mechanisms and as
such this research won'’t focus on any logging relat-
ed tasks (as modeling and developing those correctly
would possibly require solving issues like working with
different formats, utilizing different transports and
protocols for log transmission, handling synchronous
and asynchronous processing, etc., and is out of the
scope of this discussion). Instead, it is expected for ex-
isting, well tested solutions (like Winston logger) to be
leveraged, using a wrapper around those to add adap-
tive logging functionality.

The instance of a Singleton would first need to
have logging library or framework enclosed in one of its
member properties (it might even be completely private
to enforce correct usage of dedicated methods). The in-
teraction with this framework should happen through
a public method which basically implements adaptive
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log method signature (2). This is going to be the main
reference point in different parts of the program: if it is
desired to capture some details about execution pro-
cess, it gets invoked with corresponding severity level
and desired tags are passed to it for identification (with
some text-based description). A method that allows
overriding current configuration (called, for example,
“init”) and is basically an implementation of equation
(3) should be another part of public Singleton interface.

To better visualize intended structure of an example
implementation a common UML class notation is used,
where class attribute corresponds to logging library
member property and class operations are essentially
two public methods required for proper functionality.
This example does not limit class attribute by using par-
ticular type signatures as different logging frameworks
might be presented having different public interfaces,
but for public methods signatures are provided for both
parameters and return types (note, that “void” in con-
text of function return type just means that function
is not expected to return anything after its execution).

It's also worth noting that described class instance
is designed to be as general and programming lan-
guage agnostic as possible and used type signatures
should have similar concepts in multiple languages. As
such, “List” basically describes some form of an array of
items, “Tuple” represents a structure with exactly two
elements and for “modifier” it is expected to have ex-
actly one of two possible literal values. This structure
presented in Figure 1 should present a good starting
point for anyone trying to implement “adaptive logging
method” in their own workflow. As mentioned before,
this definition is expected to be fairly portable to many
existing implementations and workflows based on its
general shape and decoupled type signatures.

Adaptive logging Singleton

- logLibrary (e.g. Winston logger)

+ log( severity: string, tags: List< string >, message: string ): void
+ init( severity: string, config: C): void, where

+ C: List< OrSegment >;

+ OrSegment: List< AndSegment >;

+ AndSegment: List< TagDef >;

+ TagDef: Tuple< string, modifier >;

+ modifier: “include” or “exclude”;

Figure 1. Adaptive logging Singleton structure
Source: compiled by the authors

At this point all main results, such as formal defi-
nitions and example formal implementation using
Singleton software pattern, are presented. It is worth
discussing where these results fit compared to similar
or related solutions. Observability based on logging is
one of commonly used approaches, monitoring, which
can be characterized as the task of assessing the health
of a system using predefined metrics that are collected
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by runtime environment and can then be analysed, is
the other one (Observability..., 2022). It deals mainly
with predefined metrics, such as memory usage, central
processing unit (CPU) utilization, throughput, number
of input/output (I0) operations, etc. Monitoring is not
limited by those, and, for instance, it is possible to use
natural language processing for extracting key data
from the software monitoring data in order to predict
possible defects (Wang et al., 2021). In combination
with, for example, neural network technologies, it is
possible to develop complex software monitoring and
early warning systems for such sophisticated fields as
Internet-of-Things (Ma et al., 2022). In contrast, logging
allows to report on multiple different attributes and is
not really limited by some common metrics, which is
why being able to adapt to changed requirements is a
significant capability to have in a software system. As
for natural language processing and neural networks
usage, adaptive logging method in its current form
aims to reduce need for those (as it should produce less
unwanted noise and relies more on manual input), but
as software systems grow, it should certainly be possi-
ble to employ those techniques improving initial ideas
and, for example, proactively alter reporting precision
using some form of neural network-based solution.

Testing is another common solution for control re-
lated issues in programming. It is defined as a “process
of assessing the functionality of a software program”
and is generally accomplished through writing special
test suits and test cases that aim to provide a system,
or a part of it, with some inputs and then validate ob-
tained results, although testing might not be entirely
sufficient method for preventing software failures (Chi-
oteli et al., 2022). Some terminology still might require
refinement to better correspond to the real-life scenar-
ios and requirements instead of using formal approach-
es that might not always work as expected (Trautsch et
al., 2020). It provides a basic development technique
that allows the developer to ensure that the code works
in a more reliable and controlled manner. In contrast to
logging, and adaptive logging in particular, main dif-
ference would be that testing relies on predefined and
prepared sets of inputs, while logging is more about
runtime examination of program’s behavior. However,
those should not be treated as replacements of one
another and instead the best possible results in terms
of more reliable software can be achieved having both
and improving those synchronously: issues detected
using logging might become new test suits and bottle-
necks discovered while running different types of test-
ing can tell which parts of the system are error-prone
and require more detailed reporting.

Adaptive logging approach is different from, for
example, the technique presented in research con-
ducted by H.M. Kabamba et al. (2023). While their fo-
cus was mainly to introduce a solution that can be ap-
plied transparently to a software system, with limited
intervention from an application developer, for some
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scenarios more suitable solution would be to empow-
er software engineer to be as precise as they need to
be and limit not the amount of work needed to set-
up appropriate reporting, but rather amount of effort
needed to process results. On the other hand, approach-
es like log slicing, presented in study by J.H. Dawes et
al. (2023), work in a similar way and even solve related
problems, for example log identification. Although their
way of determining the related context given a particu-
lar log invocation looks interesting, adaptive logging
emphasizes that it’s best to solve those aspects during
log generation phase, rather than during processing
phase afterwards, as this can help in both limiting the
amount of information to process and also in limiting
load that runtime machine needs to deal with.

J. Torres Martinez et al. (2019) noted that different
cybersecurity issues such as intrusion detection, at-
tack classification, etc. can be tackled using machine
learning approaches. Possible application domains of
such techniques are: filtering spam in email messaging,
blogs in social networks, images and videos, intrusion
detection in a form of Denial of Service (DOS) attacks,
probe attacks, “Remote to Local” and “User to Root” at-
tacks, with very impressive results, such as 97% accura-
cy of DOS attacks detection using techniques such as
Decision Tree or Neural Networks, as was mentioned by
K. Shaukat et al. (2020). In a way, the use of this tech-
nology can reduce the need for logging as an observa-
bility tool (as several problem domains can be covered
without resorting to manual interaction, for example
in DOS detection), and in case of adaptive logging this
might significantly reduce the need for a human input,
rendering adaptability benefits somewhat redundant.
But despite such promising results, broad application
of machine learning systems could be problematic
based on issues related to expensive training and nar-
row application fields for particular models, according
to F. Liang et al. (2019), and so, at least for the time
those approaches evolve, it is still very important to
have “hands on” control over software systems, which
adaptive logging aims to provide.

Adaptive logging formalization involves defin-
ing a method with a signature comprising a severity
parameter, a message, and tags for unique message
identification and grouping. This method combines se-
verity-based logging with tag targeting through a con-
figuration mechanism to specify which log invocations
to execute or skip, aiming to enhance logging clarity
and adaptability. The approach employs the Singleton
programming pattern for portable reinitialization and
acts as a wrapper for existing logging mechanisms such
as the Winston logger. A Singleton for adaptive logging
includes a logging library property, accessible through
a public method with an adaptive log signature, and
allows configuration overriding through a method like
“init”. Adaptive logging provides a flexible alternative

to traditional monitoring and testing methods, comple-
menting monitoring’s focus on predefined metrics and
testing’s reliance on predefined inputs, thereby improv-
ing software reliability when used in conjunction. It en-
ables developers to efficiently manage reporting preci-
sion and remains valuable alongside machine learning
solutions for addressing cybersecurity issues.

CONCLUSIONS

In this work a deeper look at control issues in a software
system is presented (mainly in a form of an observabil-
ity aspect of information security). The research is fo-
cused on an aspect of application logging, and a gen-
eral “severity only” based approach is analysed. Its main
drawback is concluded to be an insufficient degree of
flexibility and as a result inability to adapt to changes
in reporting requirements. The solution to this problem
is presented in a form of “adaptive logging method”,
that can be provided with the same parameters (sever-
ity and a message), but also utilizes a mechanism of
tagging, which then allows to set up a specific architec-
ture that should be capable of solving adaptivity issue.
All of the necessary parts are formalized and presented
as a general function signature (which should allow for
cross platform and cross language implementations)
and an example implementation based on the Single-
ton software pattern is presented using a Unified Mod-
eling Language class notation. The resulting solution
allows both to group related log calls using tags and to
apply filter-like capability at the log generation phase,
which makes it more precise than common logging
approach and also allows to tone down performance
impact of a logging solution by targeting very specific
parts of an application.

Among topics for further research, several present
a particular interest, for example selecting an appropri-
ate subscription-based change propagation mechanism
in order to adapt to changed requirements in a timely
manner; improving adaptability in terms of not only
“when” to log something, but also “what” to log, adding
some layer of control on top of a tag-based mechanism.
Another topic that could be covered is exploring possi-
ble integration with modern application orchestration
mechanisms, that could potentially allow to reroute
loads from erroneous services and isolate those for fur-
ther investigation, as well as utilize machine learning
approaches to gather foundational materials that could
help in establishing some basic logging scenarios, cre-
ated using the information extracted from bug reports
of the frameworks and libraries used in a project.
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AHoTauifa. AKTyanbHiCTb L€l pobOTH NONSrae B TOMY, LLO PO3YMiHHS MPUYMH YOMY NEBHWUIA KO, BUKOHYETHCS MEBHUM
YMHOM, SK MPOTArOM HOPMANbHOIO LUMK/Y BUKOHAHHS, TaK i Y BUNAAKY NOMMUIIOK, € BaX/IMBOK YaCTUHOK XOPOLLOro
[M3aliHy nporpaMHoro 3abesneyeHHs. OCKinbkW KOMMHOTEPHI CUCTEMM CTAKOTb CKNALHILUIMMM, 3aMUT Ha PilLIEHHS, WO
[O3BONSIOTH MMOLLE NOMNSHYTM B MPOLLEC BUKOHAHHS KOAY, MMLIAETbCS HA BUCOKOMY piBHi. MeTo AaHOoi poboTu €
dbopManizauis NnporpaMHOro iHCTPYMEeHTY, 34aTHOro 3abe3neynT Kpally CnocTepexHicTb nporpamu. OCHOBHUMM
MeToAaMu poboTu €: aHani3 NOWMNPEHUX NiAXOAIB, TAKMX K MOHITOPUHT Ta IOryBaHHs, GopManisauis 0CHOBHUX
KOMMOHEHTIB Ta MOAENIOBAHHS MPUKIAAY peanisalii Ha OCHOBI NaTepHy nporpamysaHHs Singleton. B pesynbtati 6yno
NPOaHani30BaHO NOFTiHI HA OCHOBI «Ti/IbKM KPUTUYHICTb» | @HANOMYHUM YUHOM OMUCAHO OCHOBHI YACTUHM KMETOAY
afanTUMBHOMO NOryBaHHA». € ABI BIAMIHHI PUCK LIbOro METOAY: TEryBaHHS IOr NOBiAOMAEHb | NoJanblue BBEAEHHS
CcxeMu KoH@irypauii, ska 34aTHa afanTyBaTmMca A0 MiHAMBUX BUMOT Nif Yac BUKOHaHHA nporpamu. Cuctemu, wo
BMKOPUCTOBYHOTb TaKui Miaxif, MatoTb MOX/IMBICTb OTPUMYBATH BinbLl TOYHY iIHDOPMaLLitO MPO Xif, BUKOHAHHS, @ TAaKOX
MOXYTb 30CEPEAMTUCS Ha MEBHUX KOMMOHEHTAX, SIKi MOXYTb NOBOAUTUCS HEKOPEKTHO. OCKiNbKM Take nepeMmUKaHHS
BinbyBaeTbcsa 6e3 nepesanycka Nporpamu, 3a KoK CNOCTepiratTb, Mae BYTH MOXAMBICTb HaNaro4XXyBaTu Ta
[OCNioKyBaTH geski npobneMu 6e3 HeobxXiAHOCTI HaMaraTMcs BiATBOPUTU 3 HYNA CTaH CEPELOBMLLA, B IKOMY BOHM
BMHUKAW. TaKOX NpeacTaBneHo npuknag GopManbHOro onucy Ha OCHOBI MaTepHy nporpaMyBaHHg Singleton, akui
OMUCYE METOAM Ta iXHi CUIHATYpU, HeObXiAHI Ans cTBOpeHHs 6a30BOro BapiaHTy adanTUBHOIO MeTOAY NOryBaHHS.
Lle# nipxia Moxe 6yTM BUKOPUCTaHWI Pi3HUMM NMpOrpamMaMm Ta MOBaMm NporpamyBaHHS, OCKiIbKM BiH po3pobneHuit
B 3arajlbHMX pucax i BCi HeobXiaHi abcTpakuii NOBUHHI ByTV NPUCYTHIMU B Pi3HWUX CepefoBMLLAX

KntouoBi cnoBa: kibepaTaku; 6e3neka iHdopMaLii; cnocTepexHicTb; AebariHr; aganTMBHUIM Niaxia; npuknagHa
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